NHopmMaLMoHHaa namMATKa
onsa oby4yaroLmxcs

C KaXIpIM TOJIOM MOJIOJIC)KU B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIbHUKHU OJTHU W3 CAMBIX aKTUBHBIX IOJIb30Baresed Pynera. Mexny
TE€M, IOMHMO OI'POMHOI0 KOJMYECTBA BO3MOXKHOCTEW, MHTEPHET HECET U
mpoOJIeMbl. JTa MaMsATKa JOJDKHA TOMOYb TeOe 0€3011acHO HaXOIUThCS
B CETH.

KomrbroTepHbie BUPYCHI

KommbroTepHbIil BUPYC — 3TO Pa3HOBUJAHOCTh KOMITBIOTEPHBIX
IporpaMM, OTJIMYUTEIILHOW 0COOCHHOCTHIO KOTOPOM SIBISETCA
CIIOCOOHOCTB K Pa3MHOKEHHUIO.

B nonosnHeHne k 3ToMy, BUPYChl MOTYT HOBPEIUTh WA HOJHOCTHIO
YHUYTOXKUTH BCE (hailJibl M TaHHBIC, TOJKOHTPOJIbHBIC MTOJIH30BATEII0, OT
MMEHH KOTOPOTO ObLJIa 3amyllieHa 3apakEHHast TporpaMma, a TakKe
MOBPEAUTH WM JaXE€ YHUUYTOXUTH ONIEPAIIMOHHYIO CUCTEMY CO BCEMH
daiinamu B 11esi0M. B OOIBITMHCTBE CllydaeB pacpoCTPaAHSIOTCS
BUPYCHI UEPE3 UHTEPHET.

MeTtonpl 3aIIUTHI OT BPEIOHOCHBIX TPOTPAMME:

1. Vicnionb3yil COBpEMEHHBIE ONEPAITMOHHBIE CUCTEMBbI, HMEIOIITNE
CEpBhE3HBIN YPOBEHB 3aAITUTHI OT BPEAOHOCHBIX MPOrpaMM;

2. TloctossHHO ycTaHaBIuBai madyTH (LUGPOBBIC 3aIIJIATKH, KOTOPHIE
aBTOMATHUYECKH YCTAaHABJIMBAIOTCS C 1IEJIBIO TOPAOTKU
IPOTPaMMBbI) U Ipyrrue OOHOBJICHHS CBOEH OneparimoOHHON
cuctembl. CkaunBail KX TOJIBKO C OPULIHAIBHOTO caiiTa
pazpabotunka OC. Eciu cyImiecTByeT pekuM aBTOMaTHYECKOTO
OOHOBJICHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEpE O/ MpaBaMu MOJIb30BaTElIs, a HE
aJIMUHUCTpaTOpa. DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX
MIPOTPaMM HHCTAUTUPOBATHCSA Ha TBOEM MEPCOHAITHLHOM
KOMIIBIOTEPE;

4. Vcionp3yit aHTUBHUPYCHBIE TPOTPAMMHBIE TTPOAYKTHI U3BECTHBIX
MIPOU3BOAUTENIEH, C aBBTOMAaTHUECKUM OOHOBJICHHEM 0a3;

5. Orpannub (puznyeckuii JOCTYN K KOMIBIOTEPY AJIsl TOCTOPOHHUX
UL



6. Vcrnons3yil BHENIHUE HOCUTENU UHPOPMALINY, TaKUe Kak (IIelliKa,
JTUCK miu (ailn U3 UHTEPHETA, TOJIHKO U3 TPOGEPEHHBIX
VMCTOYHUKOB;

/. He oTkpbIBail KOMIOBLIOTEPHBIE (ailIIbl, TOTYUYCHHBIE U3
HEeHaJAEKHBIX UCTOYHUKOB. Jlaxke Te (aiiiibl, KOTOphIe MpHCIIall
TBOW 3HAKOMBIH. JIyuliie yTOYHHU y HETO, OTHPABIISUT JIU OH TEOE HX.

Ceru WI-FI

Wi-Fi - 310 He B Niepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JINIIIH
openn, Mmapka. Emie B 1991 roay HuaepiaaHacKas KOMIIaHUS
3apeructpupoana operans « WECAy, aTo 0003Ha4aa0 CJIOBOCOUYECTaHUE
«Wireless Fidelity», KoTopsIil mepeBOAUTCS Kak «OecIpoBOIHAS
TOYHOCTB.

Jlo Hailero BpeMeHH Jolilia apyras abopeBuarypa, KoTopas siBIseTCs
TaKoM ke TexHoyioruei. 3to abopesuatypa « Wi-Fi». Takoe Ha3BaHue
OBLIO JIaHO C HAMEKOM Ha CTaHJapT BhICIINHI 3ByKOBOM TexHuku Hi-Fi,
YTO B MEPEBOJIE 03HAUAET «BBICOKASI TOUHOCTH.

Jla, 6ecruraTHBIM MHTEPHET-OCTYM B Kade, OTeNsIX U adporopTax
SBJISICTCS OTIMYHON BO3MOYKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE
9KCIIEPTHI CYUTAIOT, 4YTO 00IIeocTymHbIe Wi-Fi ceTn He SBIsSIOTCS
0€30I1aCHBIMU.

CogeTsl 110 O6e30macHOCTH paboTe B 00me0cTyTHBIX ceTsax Wi-fi:

1. He nepenasaii CBOO JIMUHYIO UHPOPMALIUIO YEPE3
obmenoctynubie Wi-Fi cetu. PaboTast B HUX, KelaTeJIbHO HE
BBOJIUTH MAPOJIH JIOCTYIIA, JIOTHHBI U KaKKe-TO HOMEPa;

2. Vicnonb3yil 1 OOHOBIISI aHTUBUPYCHBIC TPOTPAMMBI U
opanamMayep. TeM caMbIM Thl 00€30IacCHIlb Ce0sl OT 3aKaYKH
BHUpYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkimoun ¢ynkmuio «O0muit 10CTyI K
¢aitiam u npuHTepam». {aHnHas QyHKIMS 3aKphITa MO
YMOJIYaHUI0, OJTHAKO HEKOTOPHIC MOJb30BATEIIN AKTUBUPYIOT €€
JUIsl y100CTBA UCTIOJIb30BAaHUS B pab0Te WUin y4eoe;

4. He ucnonp3yii myoanunsii WI-FI ni1s nepenaun TMYHBIX JaHHBIX,
HaIMpUMeEp IJIS BbIXO/Ia B COITUATILHBIC CETH WJIH B DJIEKTPOHHYIO
MOYTY;

5. Unonw3yit Tosibko 3amuiieHHoe coeaqunenue yepe3 HTTPS, a ve
HTTP, 1.e. npu Habope BeO-aapeca BBOAM UMEHHO «https://»;



6. B moOunbHOM Tenedone otkinoun pyHkiuto «lloakmouenue k
Wi-Fi aBromaTtudeckun». He gomyckait aBTOMaTH4eCKOT0o
MOAKIIIOYCHHUS YCTporcTBa K ceTsiM Wi-F1 6e3 TBoero cormacusi.

ConnaipHBIE CETH

ConpanbHbIE CETU aKTUBHO BXOJIST B HAIIlY KU3Hb, MHOTHUE JIFOU
paboTaloT M )KUBYT TaM MOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan
MUJIJTAAP]] YE€JIOBEK, YTO SIBJISICTCS OJHOM CEJbMOU BCEX KUTEIICHU
TJIaHETHI.

MHorue nojb30BaTeNN HE TOHUMAIOT, YTO UHGOpMAaIUs, pa3MelleHHas
MMM B COITMAIIBHBIX CETSIX, MOXKET ObITh HalJIEHAa U HUCIIOJIb30BaHa KEM
YTOJHO, B TOM YHCJI€ HE 0053aTE€NIbHO ¢ OJIaruMu HaMEpPEHUSIMH.

OCHOBHBIE COBETHI IO OE30ITACHOCTH B COLUATBHBIX CETIX:

1. Orpanunub cUCOK Apy3eil. ¥ TeOs B Ipy3bAX HE NOIKHO ObITh
CIIy4YalHbIX U HE3HAKOMBIX JIIOJIEH;

2. 3amuinail CBOIW 4acTHYIO KU3Hb. He yKka3bIBail mapoJiu,
TenedoHbI, aipeca, JaTy TBOETO POXKIACHUS U IPYTYIO TUUHYIO
uH(popManio. 3T0yMBIIIJIEHHUKH MOTYT UCIIOJIb30BaTh JaXe
uH(}OpMaLIHIO O TOM, KaK Thl U TBOM POJUTEIH TUIAHUPYETE
MIPOBECTU KAHUKYJIBL;

3. 3amuiai CBOK permyTalHnio - IEP>KU €€ B YUCTOTE U 3aJ1aBail cede
BOIIPOC: XOTEN OBbI ThI, YTOOBI APYTUE MOJIH30BATEIN BUIEIH, YTO
ThI 3arpy-xaemb? [logymaii, mpexae 4em 4To-To OMyOIUKOBaTh,
HaIMCaTh U 3arpy3UTh;

4. Ecnu Thl TOBOPHUILB C JIOJIbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH
CBOE peajbHOE UMS U JPYTYIO JIMYHYIO0 HUHPOPMAIIUK: UMSI, MECTO
AKUTEIBCTBA, MECTO Y4€ObI U MTPOUEE;

5. U30eraii pazmemienus ¢potorpaduii B intepHere, rae Thl
n300pakeH Ha MECTHOCTH, IO KOTOPOH MOKHO ONPEAEIUTH TBOE
MECTOIIOI0KEHHUE;

6. Ilpu peructpaiuu B cOlMaIbHON CETH HEOOXOMMO UCIIOIb30BaTh
CJIOKHBIE TIAPOJIU, COCTOSIIIME U3 OYKB U IU(PP U C KOJIUYECTBOM
3HAaKOB HE MeHee §;

7. JIng counanbHOM CETH, MOYTHI U APYTUX CAUTOB HEOOXOAUMO
UCITIOJIB30BATh pa3Hble napoiu. Torga ecinu Teds B3JIIOMAKOT, TO
3JIOYMBILUIEHHUKHU MOJIy4YaT JOCTYH TOJIBKO K OJTHOMY MECTY, a HE
BO BCE Cpasy.

DJIEKTPOHHBIE JEHBIU



DJIEKTPOHHBIE JEHBI'M — 3TO OUEHBb YAO0OHBIN CIOCO0 IIaTeXeEH,
OJHAKO CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh ITH
JICHBIU.

9J’ICKTpOHHBI€ ACHBI'HN IIOABHNJIMCH COBCEM HCAABHO U HUMCHHO H3-3a
9TOI'0 BO MHOTHUX IoCyAapCTBax J0 CUX IIOPp HE MMPOIIMUCAHO IIPO HUX B
3aKOHax.

B Poccun sxe oHu PYHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE,
II€ UX Pa3ACISAOT HA HECKOJIBKO BUJIOB — aHOHMMHBIE U HE aHOHUMHBIE.
Pa3zHuiia B TOM, 4TO aHOHUMHBIE - 3TO TE€, B KOTOPBIX pa3pEIIACTCA
IPOBOJIUTH Omepanuu 0e3 uaeHTU(UKAIIMY MTOJIH30BaTEN, a B
HEAHOHUMHBIX UACHTU(UKAIIMN TTOJIH30BATEINS SBISETCS 00s3aTEIHHOM.

Taxoke cienyer pa3audaTh 3JIEKTPOHHBIC (PUATHBIC ACHBIU (PaBHBI
rOCYyJIapCTBEHHBIM BaJIIOTaM) U DJICKTPOHHbIC HE(HUATHBIC ICHBIU (HE
PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 OE30MACHON PA0O0TE C IEKTPOHHBIMHU JICHbIAMU:

1. IpuBsixku K cueTy MOOWIbHBIN TenedOH. DTO caMblil yAOOHBIN U
OBICTPBIN CITOCOO BOCCTAHOBUTH AOCTYM K cuetry. [IpuBsizaHHbIN
Tene(OoH MOMOXKET, €CJIu 320y Ielllb CBOM IIJIaTEKHBIN Maposib UIn
3aMJIelIb Ha CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vicnonb3yit onHopa3oBbie napoiu. [locne nepexona Ha
YCUJIEHHYIO aBTOPHU3AIIUIO T€0E ykKe HE OyAEeT yrpoxKaTh
ONACHOCTh KPaXK! WJIM NIEpEeXBaTa IUIATEXHOTO MapOJIs;

3. Beibepu cnoxHbIi napois. [IpectynHukam OyaeT He TPOCTO
yrajaarh CIOKHBIUA NapoJjb. HalexHblie mapoii — 3TO Maposiy,
KOTOpPBIE COIEpKaT HE MEHEE 8 3HAKOB U BKJIFOYAIOT B €05
CTPOUYHBIC U MPONUCHBIE OYKBBI, HUPPHI K HECKOJIBKO CHMBOJIOB,
TaKue Kak 3HaK joJuiapa, pyHTa, BOCKJIMIATEIbHbINA 3HAK U T.I1.
Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JTAHHBIEC HA CalTaX, KOTOPHIM HE
NOBEPSICIIb.

DJIEKTpOHHAs MoYTa

DJIEKTPOHHAS I10YTA — ATO TEXHOJIOTUS U MPEIOCTABISAEMBIE €10 YCIYTH
M0 MEPECHUIKE U MOTYUYESHHIO AIEKTPOHHBIX COOOIIEHHH, KOTOPhIE
pacrpenensroTcsa B KOMIIBIOTEPHOM CETH.

OOBIYHO JIEKTPOHHBIN MOYTOBBIH SAIUK BHIMISAUT CIEIYIOMIUM
0o0pa3oM: UMsI_TIOJIB30BATESA(WUMSI_JIOMEHA.



Takxe KpoMe neperaduu NpocToro TEKCTa, MMEETCsl BO3MOXKHOCTb
nepenaBaTh (paiiibl.

OcHOBHBIE COBETHI 10 0€30IMacHOM padoTe C IIEKTPOHHOM IMOYTOM:

1.

Hano BeIOpaTh npaBWIIbHBIN MOYTOBKIN CEpBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIUIATHBIX MTOYTOBBIX CEPBUCOB, OJHAKO
Jy4Ile JOBEPSTh TEM, KOTO 3HACIIb U KTO MEPBBIN B PEUTHHIE;

. He yka3pIBaii B TMYHOM MoUTe JIUUHYIO HHPopMaruto. Hanpumep,

Jydlie BhIOpaTh «MY3bIKaIbHBIN (paHaT(@» uiu «pok2013»
BMECTO «TeMal3»;

. Mcnonp3yl IByX3TallHYH0 aBTOPU3ALHI0. JTO KOT1a HOMUAMO

MapoJis HY’KHO BBOAUTH KOJ, TPUCHUTIAEMBIN 110 SMS;

. BI)I6€pI/I CJIOKHBIN mapoJb. I[JI?[ KaKI0ro 1mo4ToBOIro sIiuKa

JIOJKEH OBITh CBOM HAJICKHBIM, YCTOMYMBBIN K B3JIOMY MApOJIb;

. Ecii ecTh BO3MOXKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC,

UCTIOJIB3Y W 3Ty BO3MOXHOCTb;

. MIcTionb3yi HECKOJIBKO TTOYTOBBIX AIIMKOB. [IepBhIN 111 YaCTHOM

MIEPENUCKU C aIpecaTaMu, KOTOPBIM Thl JOBEPSEUIb. ITO
AJIEKTPOHHBIN AJAPEC HE HAJIO UCIIOJIB30BATh MPU PETUCTPALIMU HA
dbopymax u caiTax;

He oTkpsiBail (paiiasl 1 1pyrue BIOXKEHHS B MUCbMAaX JIaKe €CIIH
OHU MPUILIA OT TBOUX Apy3€eu. Jlydille yTOUYHH y HUX, OTIIPABIISIIN
7Y OHU TeOe 3TU (paiiibl;

. ITocie okoH4YaHUs PaOOTHI HA IOYTOBOM CEPBHUCE TIEpe/T

3aKPBITUCM BKJIAAKH C CaliTOM HE 336}’]15 Ha)kaTh Ha « BeIATHY.

KubepOyiuHr uiu BUPTYaIbHOE U3/1€BATEIbCTBO

KubepOynauHr — mpeciieoBaHue COOOIICHUSIMHU, COJICPIKAIIUMHU
OCKOPOJIEHHUSI, arpeCcCulo, 3alTyTUBAHNE; XYJIUTAHCTBO; COIIMAIBHOE
OOMKOTHUPOBAHHUE C TIOMOIIBIO PA3TUIHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI IO 0OPHOE C KHOEPOYIITUHTOM:

1.

2.
3.

He Opocaiics B 60i1. JIyumnii cmoco0: MOCOBETOBATHCS Kak ceOst
BECTH U, €CIIA HET TOTO, K KOMY MOHO 0OpaTUThCS, TO BHAYAJIS
ycrnokouTtbest. Eciu Thl HauHeb 0TBeYaTh OCKOPOJIICHUSIMU HA
OCKOPOJIEHHUS, TO TOJIBKO €I11€ OO0JIbIIIEe Pa30XIKellb KOHPIUKT;
VYnpasinsii cBoeil kubeppenyTaiue;

AHOHUMHOCTbH B ceTH MHUMasi. CyIleCTBYIOT CIIOCOOBI BBISICHUTD,
KTO CTOMUT 32 aHOHUMHBIM aKKayHTOM;



4. He cTouT BeCTU XyJIUTaHCKUN 00pa3 BUPTYyaIbHOM KU3HHU.
HNutepHeT pUKcUpyeT BCE TBOU JICUCTBUSI U COXPAHSIET UX.

VY nanuth ux OyJeT KpaHe 3aTpyIHUTEIBHO;

5. Coburos1ail CBOM BUPTYAIBHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHUYHBIN HeraTuB. OHOPA30BbIE OCKOPOUTETHHBIE
COOOIIIEHUS JTyUllle UTHOPpUPOBaTh. OOBIYHO arpeccus
MPEKPALIACTCS HA HAYAILHOM CTaJINY;

/. ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMU
COOOIIEHUSIMH, B COLIMAIBHBIX CETAX €CTh BO3MOKHOCTh
OJIOKUPOBKH OTIPABKU COOOIICHUN C OMPEEICHHBIX aJ[PECOB;

8. Ecnu ThI cBUzEeTENb KUOEPOYIIMHTa. TBOM NEHCTBUS: BHICTYIIUTD
MPOTUB MpecIieIoBaTeNsl, TOKa3aTh €EMY, UTO €ro ACHCTBUS
OIICHMBAIOTCSl HETATUBHO, MOJIEPKATh KEPTBY, KOTOPOIl HYXKHA
IICUXOJIOTHYECKAas IIOMOIIb, COOOITUTH B3POCIBIM O (haKTe
arpecCUBHOTrO MOBE/ICHUS B CETH.

MoOunbHBIH TenedoH

CoBpeMeHHbIe cMapTQOHBI U TIIIAHIIETHI COAEPKAT B c€OE BITOTHE
B3pOCJIbIA (PYHKIIMOHAT, ¥ TENEPh OHU MOTYT KOHKYPUPOBATh CO
CTallMOHAPHBIMU KOMITbIOTEPaMH. OJTHAKO, CPEJICTB 3ALIUATHI IS
OJO0OHBIX YCTPOIMCTB MOKA OYEHb MAJIO.

TecTupoBaHUE U OUCK YA3BUMOCTEN B HUX MPOUCXOJIUT HE TaK
WHTEeHCUBHO, Kak 1 1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX
MIPUJIOKEHU .

CoBpemMeHHbIE MOOHMIIBHBIE Opay3€ephl YK€ MPAKTUUECKU JIOTHATIU
HACTOJIbHBIE AaHAJIOTH, OJTHAKO paclipeHre (pyHKIMoHaIa BICYET 32
co00M OOJIBIIYIO CIO)KHOCTh M MEHBIIYIO 3AIIUILIEHHOCTD.

I[&JIGKO HC BCC ITPONU3BOIUTCIIN BBIITYCKAKOT O6HOBJI€HI/IH, 3aKpPbIBAKOIIUC
KPUTUYCCKUC YA3BUMOCTH IJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJI1 0€30IMaCHOCTH MOOUJIBHOTO TenedoHa:

1. Hugero He siBAsieTCs mo-HAcTOsAIEMY OecraTHeIM. by b
OCTOPOKEH, Be/Ib KOoraa Te0e mpeiaratoT OecruiaTHblii KOHTEHT, B
HEM MOTYT OBbITh CKPBITHI KAKHE-TO IUIATHBIE YCIYTH;

2. ymaii, mpexae uem otrpaButb SMS, poto muinm Buaeo. Tol TOUHO
3HACIIb, TJIe OHU OyAyT B KOHEYHOM HTOTE?

3. Heob6xoaumo OOHOBIISITH ONIEPALIMOHHYIO CUCTEMY TBOETO
cmapTdoHa;



4. Vcnionp3yi aHTUBUPYCHBIE TTPOTPAMMBI JJ1s1 MOOUITEHBIX
TeJe(hOHOB;

5. He 3arpy»xaii nprJIOKE€HUSI OT HEU3BECTHOTO UCTOYHHKA, BEIb OHU
MOTYT COJICPKaTh BPEJIOHOCHOE IIPOrpaMMHOE 00€CTICUCHUE;

6. Ilocne TOro Kak Thl BRIMACIIH C CaiiTa, IJIe BBOIWI JIHYHYIO
uH(dopMalnio, 3aii/I B HACTPOUKH Opay3epa u yaaiau cookies;

/. Tleproauyecku MpoOBePs KaKue TUTATHBIC YCIIYTH aKTUBUPOBAHBI
Ha TBOEM HOMEpE;

8. JlaBaii cBOM HOMEP MOOMIIBHOTO TellepOHA TOTBKO JIFOJISIM,
KOTOPBIX ThI 3HACITH U KOMY JOBEPSEIIIb;

9. Bluetooth momkeH OBITH BRIKJIIOUYCH, KOTAA Thl UM HE
noJib3yenibesi. He 3a0bIBait HHOT ]2 TPOBEPSITH ITO.

Online urpsr

CoBpeMEHHBIE OHIIANH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIIIHAEC
pasBieyeHUsi, O0bEIUHSIONINE COTHU THICAY YEJIOBEK 110 BCEMY MUDY.
Wrpoku uccienyroT TaHHBIM UM MHUP, OOIIAIOTCS IPYT C APYTOM,
BBITIOJIHSIOT 3aJaHHSI, CPAKAKOTCS ¢ MOHCTPAMU U MOJYYarOT OIBIT. 32
YAOBOJILCTBUE OHU ILJIATAT: MOKYIAIOT JUCK, OTUIAYMBAOT A00OHEMEHT
WM TIPUOOPETAIOT KAaKHe-TO OMIIUU.

Bce 3T cpeactBa uayT Ha oAAep:KaHUE U PA3BUTHE UTPHI, & TAKKE Ha
camy 0€30IaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3ALINH,
BBIITYCKAIOTCSl HOBBIC MaT4M (LIU(POBBIC 3AIJIATKH JIJIs1 IPOrpamMM),
3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUI'paX CTOUT OIIACATHCA HC CTOJIBKO CBOUX COIICPHUKOB,
CKOJIBKO KpPaXy TBOCT'O IIAPOJIAA, HAa KOTOPOM OCHOBAHA CUCTCMaA
ABTOpHU3alun OOJIBIIIMHCTBA Hrp.

OCHOBHBIC COBETHI IO OE30IMAaCHOCTH TBOETO HI'POBOI'O aKKAayHTA:

1. Eciu npyroit urpok BesieT ceOsi II0X0 Ui CO3AaeT TeOe
HEIMPUATHOCTH, 3a0JIOKUPYH €T0 B CIIMCKE UTPOKOB;

2. Tloxamyiicss aIMUHHUCTPATOPaM UTPHI HA TIJI0XOE MOBEJECHUE ATOTO

UTPOKA, KEJTATEIBbHO MPUIIOKUTh KAKHUE-TO JOKa3aTeIbCTBA B BUIE

CKPHHOB;

He yxa3piBail 1uuHy0 nHGOpMaIUIO B Tpodaiiie urpsl;

YBaxa Ipyrux y4aCTHUKOB 110 UTPE;

He ycranaBnuBail HeopuUHUAIbHbBIE TATYU U MOJBIL;

Hcrionb3yii CII0KHBIE U Pa3HbIEC TTAPOJIH;

o ok ow



7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oka Th
UTpaclilb, TBOM KOMIIBIOTEP MOTYT 3apPa3UTh.

DOUIIMHT WU KpaKa JUYHBbIX JaHHBIX

OOBIYHOM Kpakel IeHEr U JOKYMEHTOB CErO/IHS y>K€ HUKOTO HE
yauBUfIb, HO C pa3BUTHEM UHTEPHET-TEXHOJIOTUN 3JI0YMBIIIUICHHUKH
MEPEMECTUIIUCh B UHTEPHET, U MPOJIOKAIOT 3aHUMATHCS «JTFOOMMBIMY
JIEIIOM.

Tak mosiBUIach HOBasl yrpo3a: HHTEPHET-MOIICHHNYECTBA WU (DHUIIIMHT,
TJIaBHAS I1€1b KOTOPOTO COCTOUT B TIOJTYY€HHH KOH(PUACHIIHATHHBIX
JIAHHBIX I10JIb30BATEJIEH — JIOTMHOB W MapoJjer. Ha aHrmniickom a3bIKe
phishing untaercs kak ¢umunr (ot fishing — priOHast moBms, password
— MapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mogo3peBaeliib, YTO TBOS
aHkeTa ObUIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U
COOOIIUTH aIMUHUCTPATOPAM pecypca 00 3TOM KaK MOYKHO
CKOpee;

2. Vicnonb3yii Oe3onacHble BEO-CalThl, B TOM YKCIIE, MHTEPHET-
Mara3MHOB U MIOUCKOBBIX CHCTEM;

3. Mcnonb3yii ClOXKHBIE U pa3Hble aposid. TakuMm o0pa3om, eciiu
T€0s1 B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJIY4YaT JOCTYH TOJIBKO K
OJIHOMY TBOEMY IIPO(UIIIO B CETH, & HE KO BCEM;

4. Ecnu Te0s B3IOMaJIH, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOUX

3HAKOMBIX, KOTOPBIE I00aBJIEHBI Y T€OS B IPY3bsX, O TOM, YTO

TeOs B3JIOMaJIU M, BO3MOKHO, OT TBOEI0 UMEHHU OyAeT

pacchuIaThCs CIlaM U CChUJIKM HAa (PUIITMHTOBBIE CAMTHI;

YcranoBu HanexxHbii naposib (PIN) Ha MoOuIbHBIN TenedoH;

. OTKJII0YM COXpaHEHHe napos B Opaysepe;

/. He oTkpbIBail (paiiibl U Ipyrue BIOKEHUS B MUChMaX Ja)e €CIH
OHM MPUIIITU OT TBOUX Jipy3ei. JIyule yTouHu y HUX, OTIIPaBIISIN
71 OHU TeOe 3Tu (paiiibi;

o o

[udposas pemyrarus

[Hudposas pemyraius - 3T0 HEraTUBHAS WJIM MO3UTUBHASI MH(OpMAITUs
B cetu 0 Tebe. KommpomeTtupyromias nndopmaius pasmenieHHas B
UHTEPHETE MOXKET CEPHE3HBIM 00PA30M OTPa3UTHCA HA TBOEH peaIbHOU
KU3HU.



«IIudposas penyranus» - 3T0 TBOM UMUK, KOTOPBIN (hopMUpyeTCs U3
uH(opmaiuu o Tede B UHTEpPHETE.

TBOE MeCTO KUTENLCTBA, YueObl, TBOE (PUHAHCOBOE MOJIOKEHHUE,
0COOEHHOCTH XapaKTepa U paccKas3bl O OJIM3KUX — BCE 3TO
HAKaIlJIMBA€TCA B CETH.

MHorue noJapoCcTKH JIESTKOMBICJIEHHO OTHOCSTCS K MyOIuKaIuu JTUYHOU
uHdopmanuu B IHTepHETE, HE MOHUMAs BO3MOXKHBIX TTOCIENCTBUHN. Thl
Ja)Ke HE CMOJKEIITh JOTaaaThCs O TOM, 4To oTorpadus, pa3MeneHHas 5
JIeT Ha3aj, cTaja MPUYMHON OTKa3a IMPUHATH T€Os Ha padoTy.

KommeHTapuu, pazMeiieHue TBoux gororpaduit u gpyrue neicTus
MOT'YT HE UCYE3HYTh JAXKE MOCIIE TOTO, KAK Thl UX yAAJIUIIb. Thl HE
3HaeIb, KTO COXpPaHWJI 3Ty HH(popMaIrio, momnasia J1u OHa B IOUCKOBbBIC
CUCTEMBI M COXPAHUJIACh JIU OHA, a TJIaBHOE: YTO MOJYyMaIOT O TeOe
OKpY’Karollee JIF0IU, KOTOPbIE HAUAYT U YBUAAT 3TO. Hantu
WH(pOpPMAIMIO MHOTO JIET CIIyCTSI CMOJKET JIFDOOM — Kak U3 100phIX
MoOYK/I€HUM, TaK U C HAMEPEHUEM MPUUYUHUTD Bpea. ITO MOKET OBbITh
KTO YTOJHO.

OCHOBHBIE COBETHI TI0 3aIUTe TU(DPOBON pemyTaINu:

1. Tlomymaii, mpexe 4em 4To-To IMyOJMKOBaTh U MEPEAaBaTh y ce0st
B OJI0Te MJIY B COITMAILHOM CETH;

2. B HacTpoiikax npo@uisi yCTaHOBH OTpaHUYEHUS Ha IPOCMOTP
TBOETO MPOQUIIA U €T0 COAEPKUMOr0, CACNIAN €ro TOIBKO «JIJIs
Ipy3en»;

3. He pa3memaii 1 He yka3bpiBail HHPOpMAIIHIO, KOTOPas MOXKET KOTO-
100 OCKOPOJISITH UM OOMKATh.

ABTOpPCKOE PaBO

CoBpeMeHHbIC MKOJbHUKN— aKTUBHBIE 110JIb30BaTEIN LIU(DPOBOTO
npocTtpancTBa. OHAKO JAJIEKO HE BCE 3HAIOT, YTO MOJIh30BaHUE
MHOTHMH BO3MOKHOCTSIMU LTU(PPOBOTO MUpa TpeOyeT COOII0ICHUS paB
Ha UHTEJIJIEKTYaJbHYI0 COOCTBEHHOCTb.

TepMmuH «MHTEIIEKTYyalIbHAsi COOCTBEHHOCThY» OTHOCUTCS K Pa3IMYHbBIM
TBOPEHUSAM YEJIOBEUECKOT0 YMa, HAUMHAS C HOBBIX M300pETEHUN U
3HAKOB, 0003HAYAOMX COOCTBEHHOCTh HA IPOIYKTHI U YCIYTH , U
3aKaH4YuBasi KHUTaMH, (pororpadusiMu, KHHOPUILMAMH U
MY3bIKaJIbHBIMH POU3BEICHUSIMH.



ABTOpCKHE MpaBa — ATO MpaBa HA UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD
Ha MPOU3BEJICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA.

ABTOpPCKHE MpaBa BHICTYIIAIOT B KAYECTBE FTAPAHTUU TOTO, YTO
WHTEJUICKTYaIbHBII/TBOPUYECKUN TPy aBTOpa HE OyACT HAIPACHBIM,
JACT EMY CIPAaBEJIMBbIE BO3MOKHOCTHU 3apad0TaTh HA pe3yibTaTax
CBOETO TPYy/Ja, MOJYYUTh U3BECTHOCTh U MPU3HAHUE.

HukTo 6e3 pa3pelieHus: aBTopa He MOKET BOCIIPOU3BOIUTH €0
IPOU3BEICHHE, PACTIPOCTPAHSATH, TyOJIUYHO JEMOHCTPUPOBATD,
pojiaBaTh, UMIIOPTUPOBATH, TYCKATh B IIPOKAT, MyOJIUYHO UCIIOIHSATD,
MOKa3bIBaTh/UCTIONHATH B 3dUpe Wi pazMeniats B IHTepHEeTE.

Hcnonb30BaHUE «ITUPATCKOT0» MPOrPaMMHOTO 00ECTIEUEHUST MOKET
MPUBECTH K MHOTMUM PUCKaM: OT MOTEPHU JTAHHBIX K TBOUM aKKayHTaM J10
OJIOKUPOBKHM TBOETO YCTPOUCTBA, II€ YCTAHOBJICHHBIN HE JIeTaJIbHAS
nporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYET JIETAIbHbBIC U
OecrIaTHBIE TPOTPAMMBI, KOTOPBhIE MOKHO HAUTH B CETH.

O noprane

CeTeBUYOK.p( — TBOM IJIaBHBIA COBETUHK B CETH. 3JI€Ch Thl MOXKEIIIh
y3HaTh 0 0€30ITaCHOCTH B CETH MOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a TIPH
BO3HUKHOBEHMH KPUTHUYECKOW CUTyalIMU OOPaTUTHCS 32 COBETOM. A
TaKXe MPUHSITh y4acTHE B KOHKYpPCaX U CTaTh CaMbIM ITU(DPOBBIM
rpak1aHuHOM !



